
Objectives: Unit 1 Lesson 1 Digital Footprint

Lesson Objectives Cyber.org Standards
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Understand what good and bad online behavior is

Describe what a digital footprint is

Understand how a digital footprint can be harmful

Understand how data can be gathered by third parties 

to create a digital footprint (app, location, web history, 

etc.)

Understand that once information is online, it may not 

be possible to fully remove

Understand and describe the potential implications of a 

digital footprint (positive and negative, ethical, financial, 

etc.)

K-2.DC.FOOT Differentiate between good and bad 

online behavior

3-5.DC.FOOT Describe the concept of a digital footprint

6-8.DC.FOOT.1 Recognize the many sources of data that 

make up a digital footprint

6-8.DC.FOOT.2 Recognize the permanence of a digital 

footprint

9-12.DC.FOOT Examine the implications of both positive 

and negative digital footprints

6-8.DC.LAW Analyze specific federal, state, and local 

laws as they relate to cybersecurity and privacy



Objectives: Unit 1 Lesson 2 Cyberbullying

Lesson Objectives Cyber.org Standards
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Understand what cyberbullying is and recognize it 

taking place 

Understand what actions can be taken to prevent 

cyberbullying 

Understand what actions can be taken when 

discovering cyberbullying 

Demonstrate how to reduce or prevent cyberbullying 

6-8.DC.CYBL Develop strategies to raise awareness of 

the effects of, and methods to identify and prevent, 

cyberbullying 

9-12.DC.CYBL Prepare a plan to raise awareness of the 

effects of cyberbullying. 



Objectives: Unit 1 Lesson 3 PII

Lesson Objectives Cyber.org Standards
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Understand what privacy is and what information is OK 

to share 

Understand what personally identifiable information is 

and how to keep secure 

Understand the risks and benefits of sharing PII 

Understand how PII can be disclosed 

Describe the potential impact of exposing PII online 

Understand and identify unsafe content such as 

malicious links or emails 

Understand the potential implications of actions online 

and their real-world consequences 

Understand what a data breach is

6-8.DC.PPI.1 Discuss the risks and benefits of sharing PII 

6-8.DC.PPI.2 Examine techniques to detect, correct, and 

prevent disclosure of PII 

9-12.DC.PPI.1 Explain the importance of social identity 

and the implications of online activity regarding private 

data, long-term career impacts, and the permanence of 

digital data

6-8.DC.ETH Distinguish between ethical and malicious 

hacking

6-8.DC.LAW Analyze specific federal, state, and local 

laws as they relate to cybersecurity and privacy

9-12.DC.PPI.2 Explain the individual risks of a data 

breach to an organization housing personal data


